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July 2019

NEWS & UPDATES

CRESTCon Asia 2019 & Call for Sponsors

AiSP launched CRESTCon Asia 2018 in July 2018.
More than 175 local and global participants
attended the conference in Singapore.

CRESTCon Asia 2019 is happening on 20"
September 2019 at the Rendezvous Hotel in
Singapore.

Organised By:

ASP
Advance Connect Exce

Supported By:

N
Sponsors:
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AiSP

Association of
Information Security Professionals

Details of the Conference are available at

www.aisp.sg. We still have 1 sponsorship package

left. If you are interested in sponsoring this event,
please contact secretariat@aisp.sg.

Agenda

Opening Speech by Dr Steven Wong, President
Association of Information Security Professionals

Welcome Speech by Mr Rowland Johnson
CREST International

Smashing SMS Phishing (SMiShing) Campaigns
Samuel Pua
F-Secure

eBPF - Android Reverse Engineering
Superpowers

Terry Chia

Centurion Information Security

TEA BREAK & Showcase

Delegate or Escalate? The Dangers of Kerberos
Delegation

Jared Yeo

MOH Holdings Pte Ltd

Hunting Quality: Applying ClI principles to
offensive and defensive workflows

Aliz Hammond

F-Secure

LUNCH & Showcase

Red Teaming — Seizing the Initiative Back
Tom MacDonald (Mac)
Nettitude

The State of Industrial Control Systems Security
Implementation

Anish Mitra

Harsha Bhat

KPMG India

Network Evasion — Now you see me, now you
don’t

James Anderson

FireEye

TEA BREAK & Showcase

ATMs: Unravelling the Metal Box
Vincent Tan
F-Secure

EmpireMonkey: evolution of a cybercriminal
group targeting European financial institutions
Luca Berni

Deloitte

Registration for the Conference is now open. If you
are interested in participating in CRESTCon, please
contact us at secretariat@aisp.sg. Join us for a day of
knowledge sharing and networking.
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The Cybersecurity Awards 2019
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The Cybersecurity Awards 2019 & Gala Dinner
will be held on 8 November 2019 at Marina Bay
Sands. Details of the event are available at
www.thecybersecurityawards.sq

Nominations for the awards have been extended to 1
August 2019. Please submit your nominations as
soon as possible. For more details on how to
nominate, please contact secretariat@aisp.sqg.
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We still have limited sponsorship package left.
Please contact secretariat@aisp.sg if you are
interested in sponsoring and celebrating this
prestigious cybersecurity awards and gala dinner
event.

AISP June Activities

AIiSP supported our partner ALC in their special
briefing on The Power of Security Architecture on
13 Jun 19 held at Hilton Hotel. Our members had a
great time attending a talk on “The Power of
Security Architecture” by David Lynas, a globally
renowned Enterprise Security Architect, Security
Strategist, and Thought-Leader. He is also one of
the foremost international authorities on the
SABSA framework. In 2006 David was appointed
as a Fellow of the British Computer Society (FBCS
CITP) for “[e]xceptional leadership, eminence and
seniority in the field of information security.” He is
also the recipient of a Lifetime Achievement Award
from the Computer Security Institute — the only
professional from outside North America ever to
receive this honour in CSI’s 33 year history. AiSP
will like to thank our partner ALC for inviting our
members for the talk.

AISP supported the ConnecTech Asia 2019 and
Info Sec in the City 2019 held at Marina Bay Sands
from 18 Jun to 20 Jun. AiSP will like to thank the
organizers for having us in the event and looked
forward to working together in 2020.
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Cybersecurity Awareness & Advisory
Programme (CAAP)

AISP aims to promote better cybersecurity
awareness and preparedness of our SME companies
and individuals through CAAP seminars, workshops
and focus group discussion. We believe proactive
awareness and a pre-emptive approach will help

ONGOING / UPCOMING ACTIVITIES

CREST Practical Exams
Type Date

CRT, CCT APP, CCT INF 26 July 19 (TBC)

Upcoming Events

businesses avoid cybersecurity breaches that may Date Event By
have an adverse financial and reputational impact. 02-04 Jul  Interpol World 2019 Partner
Therefore, participation in this programme enables Howden / Markel Cyber
companies to focus on their business growth with Insight Talk & _
confidence. 04 Jul Networking Event at AISP
: CapitaGreen, Singapore
CAAP workshops and focus group sessions are . D g P
conducted for free by AiSP for the SMEs. Please AISP Cyberseculzltr)]/
contact secretariat@aisp.sq if you are interested. A\_/varenes§ CHOEIE
with the Singapore
Upcoming Workshop for AiSP Members & Public: 05 Jul Chinese Chamber of AISP
AiSP Cybersecurity Awareness Commerce and Industry
05 Jul 19 Workshop with the Singapore .\ . (SCCCI) at SCCCI,
2.30pm to Chinese Chamber of SSCCaI Singapore
5.30pm E?S%rréng;ce and Industry Signing of MOU with
05 Jul Japan Network Security AiSP
. Association (JNSA) in
Student Volunteer & Recognition Singapore
Programme (SVRP) Institute of Information
_ ) ) 11 Jul Security Professionals Partner
AiSP aims to encourage volunteerism amongst (11SP) Live 2019 in UK
students in Institutes of Higher Learning (IHL) as Sianina of MOU with
they develop their interest in info/cyber security. ASstra%ian Information
Recognition of student’s volunteerism efforts is 16 Jul Security Association AiSP
based on three capabilities — Service, Skill, Y ASS
Leadership. (AISA) in Singapore
RSA Conference 2019
AiSP offers volunteering opportunities for students. 16-18 Jul  Asia Pacific & Japanat ~ Partner
Please visit http://www.aisp.sg/events.html and look MBS, Singapore
for events that indicate “SVRP Ambassador.” RSA Conference 2019
Asia Pacific & Japan .
173l Guided Tour for AiSP AISP
Members Only
Australian CIO Summit in
17-19 Jul Queensland Partner
Inaugural CSA
19 Jul Distinguished Speaker Partner
Series at LLI, Singapore
Cloud Branch Webinar by
23 Jul AISA Partner
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Date Event By
25 Jul AlSI_3 Bi-Monthly Event AISP
in Singapore
Cybersecurity Risk
29-30 Jul  Management & Audit Partner

Workshop in Hong Kong
Cybersecurity Innovation

01 Aug Showcase in Singapore Partner
Cybersecurity Risk
01-02 Aug Management & Audit Partner

Workshop in Singapore

Helping Seniors Stay
13 Aug Abreast with Internet AISP
Services as part of SVRP

2019 Annual SME
Conference, Infocomm
Commerce Conference &
SME EXxpo at Suntec

Asia Risk & Resilience
28-30 Aug Conference (ARRC) 2019 Partner
at MBS, Singapore
AIiSP Ladies in Cyber
Mentor Briefings &
28 Aug Ladies Members Night  AiSP
at Eighteen Bali,
Singapore
The Economist Events'
29 Aug Safe Cities Summit, Partner
Singapore
For updates or more information about these events,
please visit www.aisp.sg/events.html

21-22 Aug Partner

If you are interested in organizing any Cybersecurity
related event for AiSP members for free or would
like to request support for any activities related to
Cybersecurity locally or regionally, please contact
secretariat@aisp.sg

PROFESSIONAL DEVELOPMENT

Qualified Information Security Professional
(QISP) Course

The QISP course was jointly developed by AiSP and
the Institute of Systems Science, National University
of Singapore. QISP is designed for entry to mid-level
Information Security Professionals, and any IT
Professionals who are keen to develop their
knowledge in this field. At the end of the course, you
will be able to:

= Undertake information security risk assessments
of networks and systems and recommend risk
treatment options.

= Craft appropriate information security policies to
address information security risk.

= Manage operational security risks.

= Provide advice, from the information security
perspective, on compliance with Singapore laws
and regulations.

For more information, to sign up for the
course/exams or find out about fees and funding,
please go to www.iss.nus.edu.sg

OTHER INFO
Membership
Type Benefits
Individual = Recognition as a Trusted
Membership Infocomm Security

Professional

= Use the designation of
MAISP (Ordinary Member)
as your credential

= Free or discounted rates for
monthly talks, conferences

= Priority on activities, talks
and networking events

Corporate = Listing on AiSP website as a
Sponsorship Corporate sponsor, with
Program company logo and

(CSP) description
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Type Benefits CONTACT INFO
= Free or discounted rates for ) _
conferences. Please contact secretariat@aisp.sg for general or
= Ten free AiSP memberships advertising enquiry.
for your staff S
= Special invitations to = Rudy Tjahjadi
participate as speakers at = Vincent Toh
AISP events

= One free info/cybersecurity
job advertisement per month.
Additional job advertisements
at a discount

Corporate = Listing on AiSP website as a

Sponsorship Corporate sponsor, with
Programme company logo and

Plus (CSP+) description

/ Corporate = Free or discounted rates for

Membership conferences

= Free AiSP membership for
your staff, per the fee
structure

= Special invitation as speakers
to AiSP events

= One free info/ cybersecurity
job advertisement per month.
Additional job advertisements
at a discount

Academic = Inclusion of an AiSP Student
Partnership Chapter for the Institution
Program Ten free AiSP memberships
(APP) Listing on the AiSP website
as an Academic member,
with logo and description
= Review of Institution's
cybersecurity course
curriculum once a year
= Speakers from AiSP to speak
at Student Chapter events
= Free or discounted rates for
conferences
= One free info/cybersecurity
job advertisement per month.
Additional job advertisements
at a discount

For more updates or details about the memberships,
please visit www.aisp.sg/membership.html
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AISP outreach and programmes are possible with Academia and Corporate support.

Corporate Sponsors

N
IMSES

nccgroup®

ATTILA

CYBERTECH

Academic Partners

REPUBLIC
POLYTECHNIC

& SMU

SINGAPORE MANAGEMENT

UNIVERSITY

AISI?

Advance Connect Excel

\. +65 6247 9552

DX secretariat@aisp.sg

@  www.aisp.sg

@ 116 Changi Road

#04-03 WIS@Changi

Singapore 419718

RS/\  ENSIGN
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SINGAPORE
INSTITUTE OF SINGAP
TECHNOLOGY POLYTEC
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The Association of Information Security Professionals (AiSP), formed in 2008, is an
independent cybersecurity association that believes in developing, supporting as well
as enhancing industry technical competence and management expertise to promote
the integrity, status and interests of Information Security professionals in Singapore.

We believe that in promoting the development of cybersecurity and increasing and
spreading of cybersecurity knowledge, and any related subject, we help shape more
resilient economies.

AiSP aims to be the pillar for Information Security Professional & Profession in Cyber
by:

= Promoting the integrity, status and interests of information security
professionals in Singapore.

= Developing, supporting as well as enhancing technical competency and
management expertise in cybersecurity.

= Bolstering the development, increase and spread of information security
knowledge and its related subjects.
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